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Using Netsh to configure WLAN connections in
Windows Server 2008 and Vista from the CLI

Tools: Print article RSS FeedsLearn how to add or delete profiles and connect or & SHRRE  «"
disconnect to wireless networks without using a

GUI interface. This tip explains why this is important o learn, how to perform this function and

explains other capabilities that Netsh WLAN allows you to do.
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Sure you can configure your wireless network connectio n Windows Vista using the GUI. Although
itisnot always that smple, just about everyone has learned to do it. However, how about configuring
wireless from the command line or command line interface (CL1)? Let usfindout y you would
want to do this, how you would doit, and then see it in action!

Why would you want to use the command line to configure wireless networking?

Some of you might be asking why you would want to dothisint  irst place and that is alogical
guestion. Let me provide some judtification for the reason behind this and help demonstrate the need
to you.

» Using the CLI when no GUI is available: Y ou never know when you will need to configure

something (like wireless) from the command line because no GUIi  ailable. This could
happen for anumber of reasons. With the commands you earn in this article, you will be
prepared.

 Using the CLI when scripting: The day may come (or it may be here now) when you need to
write a script to connect to a wireless network. If you create that script, you will need to know
all the necessary Netsh WLAN commands needed to accomplish you task, inside the script.
For example, you might want to configure wireless connectivity in alogon script.

» Because it is faster: Some of us are just command line junkies and we enjoy using the
command line to do things over the GUI. In fact, for some of you out there, you are fast enough
at the command line that you can do things faster in the CLI than you caninth GUI.

What does Netsh WLAN offer you?
The Netsh WLAN command set is only offered in Windows Vista (not in XP, 2003, or 2008 Server).
So what can you do with these commands? Hereis alist:

» Configure wireless security settings for this Windows PC or laptop.

» Configure wireless connectivity and network settings for this Windows PC or |aptop -- for
example, when logging in, you could configure alaptop to connect securely to the company
wireless network.

* View the wireless group policy settings that are appli  to this Windows machine.

» Connect to mixed mode networks -- for example, you can connect to either aWPA or WPA?2
wireless network.

» Hide wireless networks from end users -- with Netsh WLAN, you can hide from your end users
or prevent end users from connecting to potentially malicious or just undesirable wireless
networks.

With that, let us see how Netsh WLAN works.

Creating profiles and connecting to a Wireless LAN using Netsh WLAN
Now that we have seen some possible uses for Netsh WLAN, let me show you, on areal Windows
Vista machine, how to use these commands to do certain tasks.

To view all the options for Netsh WLAN, simply type Net sh W.AN without any options and you will
seethis:
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Figure 1: Netsh WLAN help options

To really connect, the first thing you need to doisto create aprofile. Asthecr  on of aprofile
works off of an existing profilefile that you have already saved, we first need to create our saved
XML file.

On aVistamachine that already has a working wireless network, you would run the following
command:

Netsh WLAN export profile name="BOW" folder=C:\Users\David\wlan interface="Wireless Network
Connection™

This would create a file called:

* Wireless Network Connection-BOW.xml
» |nfolder C:\Users\David\wlan

File

! LTS |
¥ Iu_‘m.'_.__-.] ' e

Figure 2: Netsh WLAN export example

Y ou would then import this file onto the system that you want to add the profile on and connect to the
wireless network.

To create a profile to connect to the WLAN on the new machine, | would do this (assuming | changed
directory into the "wlan" folder):

C:\Users\David\wlan> Netsh WLAN add profile filename="Wireless Network Connection-BOW.xml"
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Figure 3: Adding anew profile with Netsh WLAN

Optionally, you could choose to add this profile only for a certain wireless interface or for certain
users.

Oncethe profile is added, you should be able to verify that it is there with this:

Netsh WLAN show profiles

B CSWendowahsyaten I e
[ welan )
vidvwlan >
vidwlan dnereh wlan show prafiles
Praf iles on interface Wireleszss Metwork Connections

Group Policy Peafiles Cread oniyd
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Figure 4: Showing wireless profiles with Netsh WLAN
Y ou can see the settings for those profiles with the following command line:

Netsh WLAN show settings

Once you know that you have a profile, you can use that profile to connect, | ke this (assuming the
profile did not specify auto-connection):

Netsh WLAN connect ssid="mySSID" name="WLAN-Profill"

Asyou can see below, we are connected to the wireless network.
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Figure 5: Results of connecting to the WLAN

If thereis only one interface on the computer and the security settings in the profile are correct, at this

point,

you should be connected to the WLAN.

What else can Netsh WLAN do?
Besides just adding or deleting profiles and connecting or disconnecting to wireless networks, what
else can Netsh WLAN do for you?

Actually, there are anumber of other capabilities that Netsh WLAN can perform. Hereisalist:
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Dump wireless settings: By running Net sh W.AN dunp and directing it to a text file, you can
create a script that you could use to very quickly get your wireless network adaptor
reconfigured. Once you have your wireless network configured and connected, | recommend
creating this WLAN configuration script with this command:

Netsh WLAN dump > mywlandump.txt

Add a filter: With the Netsh WLAN add command, you can also add awireless network filter,
aswell asaprofile.

Show and set autoconfig: When auto-configuration is enabled on awireless interface that
means that the interface will automatically connect wi its wireless profile. Thisis enabled by
default. Y ou can check your settings with Netsh WLAN show autoconfig. Y ou can change your
autoconfig settings with set autoconfig enabled=no interface="Wireless Network Adaptor"
Show and set blockednetworks: Wireless networks can be hidden or blocked. Perhaps you
want the blocked networks to be shown in the list of available networks but listed as " blocked."
To hide blocked networks from the list of available networks, use Netsh WLAN set
blockednetworks display=hide
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» Show and set if you are allowed to create wireless profiles for all users on that machine:
This oneis self-explanatory, with the show command you can see if you are allowed.

» Show and set the profile order: When it comes to which profile will be used on an interface if
multiple profiles are present, the profile order is used. With the show and set profile commands
you can simply view or change this profile order from the command line.

» Show and set whether tracing is on or off: Tracing is essentially event logging for your
wireless device. When you enable tracing with the command Netsh WLAN set tra yes you will
find the log of those traces in %WINDIR%\tracing\wireless

Summary

The Netsh WLAN command is anew and very useful command set for Windows Vista. With these
commands, you can very easily add wireless profiles and connect to wireless networks from a
command line and through scripts.

Source

White Papers

Out of the cubicle and into the field

Midsized businesses - building on | P telephony for competitive advantage
Xstack product Technical White Paper

From application deployment to delivery Part 1: All applications
Grounding for Screened and Shielded Network Cabling

Related Articles

Takeyour WLAN to the next level with "Beamforming" and RF management

How to create persistent, secure connections for roaming WiMAX, 3G and 802.11x
Detect rogue WL AN access points to secure your wireless networks

How to find your SSID and distinguish it from nearby WLANS

Put 802.11n Greenfield mode to work

© 2009 TechTarget ANZ. All Rights Reserved. Designated tradem ks and brands are the property of
their respective owners. Use of this web site constitutes acceptance of the TechTarget ANZ Terms
and Conditions and Privacy Policy.

Related Articles

o Takeyour WLAN to the next level with "Beamforming" and RF management

» How to create persistent, secure connections for roaming WiMAX, 3G and 802.11x
» Detect rogue WL AN access points to secure your wireless networks

» How to find your SSID and distinguish it from nearby WLANS

o Put 802.11n Greenfield mode to work

* News
» White Papers
» Pod/Webcasts

* Demo Software

http://searchnetworking.techtarget.com.au/tips/28694-Using-Netsh-to-configure-WLAN-c...  5/23/2009



Using Netsh to configure WLAN connections in Windows Server 2008 and Vistafrom th... Page 7 of 7

Articles

» Topics

o Expert Tips

TechTarget ANZ sites: SearchClO.com.au | SearchNetworking.com.au | SearchSecurity.com.au |
SearchStorage.com.au | SearchV ol P.com.au

WF Online community sites: ElectricalSolutions | ElectronicsOnline |
FoodProcessing | InMotionOnline | LabOnline | ProcessOnline | RadioComms |
Safety Solutions | SustainabilityMatters | Voice& Data

Copyright © 2009 Westwick-Farrow Pty Ltd. All rights reserved.
About Us | Contact Us | Feedback | TechTarget

http://searchnetworking.techtarget.com.au/tips/28694-Using-Netsh-to-configure-WLAN-c...  5/23/2009



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7

